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Quantum Key Distribution (QKD) provides an innovative approach for secure
communication by utilizing the principles of quantum mechanics. Among
various QKD protocols, the BB84 protocol remains the most widely studied
and implemented due to its simplicity and theoretical security guarantees.
However, practical implementations of BB84 are vulnerable to several
eavesdropping attacks and channel imperfections. This paper presents a
comprehensive study on the detection and analysis of eavesdropping attacks in
the BB84 protocol. The work focuses on common attacks such as intercept-
resend attack, photon-number splitting attack, Trojan horse attack, and phase-
covariant cloning attack. The effect of these attacks on Quantum Bit Error Rate
(QBER) is analyzed in detail. Simulation-based observations are discussed to
demonstrate how QBER increases under malicious interference. The study
further explores statistical methods for detecting eavesdropping and examines
practical countermeasures including decoy states, privacy amplification, and
error correction techniques. The paper concludes that BB84 remains robust
against eavesdropping when proper detection and mitigation mechanisms are
employed.

© 2026 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License. For more information,

see https://creativecommons.org/licenses/by/4.0/

1. Introduction

The primary advantage of BB84 is its ability to detect
the presence of an eavesdropper. According to the

Secure communication has become a major requirement
in modern digital infrastructure due to the rapid increase
in cyber threats and computational -capabilities.
Classical cryptographic systems mainly rely on
mathematical complexity for security. However, the
emergence of quantum computing poses a serious
challenge to classical encryption algorithms such as
RSA and ECC because quantum algorithms can solve
factorization and discrete logarithm problems
efficiently.

Quantum Key Distribution (QKD) offers a
fundamentally  different approach to  secure
communication. Instead of relying on computational
assumptions, QKD uses the laws of quantum mechanics
to establish secure cryptographic keys between
communicating parties. The BB84 protocol, proposed
by Charles Bennett and Gilles Brassard in 1984, was the
first practical QKD protocol and remains one of the most
important protocols in quantum cryptography.

www.ijarst.com

Godala Madhu

principles of quantum mechanics, measuring an
unknown quantum state disturbs that state. Therefore,
any attempt by an attacker to intercept quantum bits
introduces detectable errors in the communication
channel.

Despite its theoretical security, practical
implementations of BB84 face several vulnerabilities
due to imperfect devices, noisy channels, and side-
channel attacks. This paper investigates different
eavesdropping strategies and analyzes their impact on
protocol security. Special emphasis is placed on
Quantum Bit Error Rate (QBER) analysis and detection
mechanisms.

2. Background of BB84 Protocol

The BB84 protocol involves two communicating parties
traditionally called Alice and Bob. Alice encodes
classical bits into quantum states using two conjugate
bases:
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Architecture for Detection and Analysis of Eavesdropping

Attacks on BB84 Protocol
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Alice randomly selects a bit value and basis for each
qubit transmission. Bob independently selects random
measurement bases. After transmission, Alice and Bob
publicly compare the chosen bases through a classical
authenticated channel and discard mismatched
measurements. The remaining bits form the sifted key.

The security of BB84 depends on two important
quantum principles:

1. Heisenberg Uncertainty Principle
2. No-Cloning Theorem

These principles ensure that unknown quantum states
cannot be measured or copied without introducing
disturbances.

3. Eavesdropping Attacks on BB84
3.1 Intercept-Resend Attack

In this attack, the eavesdropper Eve intercepts each
transmitted qubit, measures it using a randomly selected
basis, and resends a new qubit to Bob based on the
measurement result.
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If Eve selects the wrong basis, the qubit state collapses
incorrectly, causing detectable errors. The attack
introduces an average QBER of approximately 25%.

Working Procedure

1. Eve intercepts the qubit.

2. Eve randomly selects a measurement basis.
3. Eve measures the qubit.

4. Eve prepares a new qubit and sends it to Bob.
5. Bob measures the received qubit.

The increase in QBER reveals Eve’s presence.
3.2 Photon Number Splitting (PNS) Attack

Practical BB84 systems often use weak coherent laser
pulses instead of ideal single-photon sources. Some
pulses may contain multiple photons.

In a PNS attack, Eve splits one photon from multi-
photon pulses and stores it in

quantum memory while allowing the remaining photons
to reach Bob. After basis reconciliation, Eve measures
the stored photon using the correct basis without
introducing significant errors.

This attack is difficult to detect because it does not
substantially increase QBER.

Countermeasure

Decoy-state BB84 protocols are commonly used to
defend against PNS attacks by introducing additional
random intensity levels.
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3.3 Trojan Horse Attack This attack attempts to balance information gain and

. i . introduced errors.
In a Trojan horse attack, Eve sends bright light pulses

into Alice’s or Bob’s device and analyzes the reflected 4. Quantum Bit Error Rate (QBER)

signals to obtain information about internal ) o )

configurations such as basis selection. QBER s a critical  p arame.ter for detectmg
eavesdropping in BB84 systems. It is defined as the ratio

This is a side-channel attack that exploits of erroneous bits to the total number of sifted key bits.

implementation weaknesses rather than the protocol

itself. QBER = (N_error / N_total) x 100%

Countermeasures Where:

e Optical isolators o N_error represents the number of mismatched bits.

o Wavelength filters o N_total represents the total sifted key bits.

Under ideal conditions, QBER remains very low. During

e  Monitoring detectors ; . R
eavesdropping, QBER increases significantly.

Device shieldi
* cvice sticlding Typical QBER observations:
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In this attack, Eve uses approximate quantum cloning Ideal channel 0-2%
techniques to copy transmitted qubits. Although perfect Noisy channel 2-10%
cloning is impossible due to the no-cloning theorem, Intercept-resend attack | ~25%

approximate cloning can provide partial information

while minimizing detectable disturbances. If QBER exceeds a threshold value, Alice and Bob abort

the key generation process.

5. Detection Mechanisms

RESULT ANALYSIS OF EAVESDROPPING ATTACKS ON BB84 PROTOCOL
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5.2 Privacy Amplification

After detecting partial information leakage, Alice and
Bob apply privacy amplification techniques to reduce
Eve’s knowledge of the final key.

Hash functions are commonly used for this process.
5.3 Error Correction

Noise and eavesdropping both introduce errors. Error
correction algorithms such as Cascade and LDPC codes
help synchronize keys while minimizing information
leakage.

6. Simulation and Analysis

Simulation studies demonstrate the relationship between
eavesdropping intensity and QBER. As Eve intercepts
more qubits, the QBER increases nearly linearly.

Simulation Observations
1. Without Eve:
o QBER remains close to zero.
2. Partial Interception:
o QBER increases gradually.
3. Full Intercept-Resend:
o QBER approaches 25%.

The simulation confirms the theoretical security
predictions of BB84.

7. Advantages and Limitations
Advantages
e Information-theoretic security
e Detection of eavesdropping
e Resistance to brute-force attacks
o  Future-proof against quantum computers
Limitations
e Expensive hardware requirements
e Distance limitations
e Sensitivity to channel noise
e  Practical device vulnerabilities
8. Future Research Directions
Future research in BB84 security includes:

1. Machine
detection

learning-based  eavesdropping

2. Hybrid BB84-E91 protocols

3. Satellite-based QKD systems
www.ijarst.com
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4. Noise-resilient quantum channels
5. Device-independent QKD
6. Al-assisted QBER estimation

9. Conclusion

This paper presented a detailed analysis of
eavesdropping attacks on the BB84 Quantum Key
Distribution protocol. Various attack models including
intercept-resend, photon-number splitting, Trojan horse,
and phase-covariant cloning attacks were examined. The
study highlighted the significance of Quantum Bit Error
Rate in identifying malicious activities within quantum
communication  channels.  Simulation  analysis
demonstrated that eavesdropping introduces measurable
disturbances that can be detected statistically. Although
practical implementations face several challenges,
appropriate countermeasures such as decoy states,
privacy amplification, and secure hardware design
significantly strengthen BB84 security. The findings
confirm that BB84 continues to be a foundational and
reliable  protocol for future  quantum-secure
communication systems.
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